DATA PRIVACY IN BANKRUPTCY:
THE CONSUMER PRIVACY OMBUDSMAN

INTRODUCTION

Celsius Network, a cryptocurrency platform and lender, filed for
bankruptcy in 2022.! Through its course of business, Celsius had ac-
quired the financial data of about 600,000 customers that it planned to
include in a bankruptcy asset sale.? This included information about
customer “wallet addresses, transaction histories, crypto holdings, [and]
recent transactions.” The U.S. Trustee filed a motion for the appoint-
ment of a consumer privacy ombudsman to ensure protection of the
customer data in an asset sale in accordance with the Bankruptcy Code.*
Celsius pushed back, saying the ombudsman was not necessary because
the sale would comply with the preexisting privacy policy;® the Bank-
ruptcy Code allows appointment when a sale would violate the privacy
policy.® Even though the sale would comply with the Celsius privacy
policy, the bankruptcy judge used his discretion to appoint an ombuds-
man to ensure compliance because he “believe[d] a neutral third
party would be helpful” given the amount of data involved.” In re Cel-
sius Network LLC? stands out for the U.S. Trustee’s concern for con-
sumers’ data privacy and the judge’s decision to make a discretionary
appointment.®

Companies acquire troves of data about their customers throughout
the course of the companies’ operations, which raises various privacy
concerns. Data is a valuable asset to companies,'© especially when it is

1 Dietrich Knauth, Crypto Lender Celsius Network Cleared to Exit Bankruptcy, REUTERS
(Nov. 9, 2023, 7:56 PM), https://www.reuters.com/markets/deals/crypto-lender-celsius-network-
cleared-exit-bankruptcy-2023-11-09 [https://perma.cc/6 M58-X8GP].

2 Nelson Wang, After Celsius Customer Data Release, Bankruptcy Judge Agrees to Appoint
Privacy Ombudsman, COINDESK (Oct. 24, 2022, 4:22 PM), https://www.coindesk.com/policy/2022/
10/24/celsius-bankruptcy-judge-agrees-to-appoint-a-consumer-privacy-ombudsman-in-case [https://
perma.cc/2WL5-RMWP].

3 Id.

4 In ve Celsius Network LLC, No. 22-10964, 2022 WL 14193879, at *4 (Bankr. S.D.N.Y. Oct.
24, 2022) (noting the U.S. Trustee’s arguments that “a consumer privacy ombudsman is required
under sections 363(b)(1) and 331 of [the] Bankruptcy Code”).

5 Id. at *11.

6 11 U.S.C. § 363(b)(1).

7 Celsius Network LLC, 2022 WL 14193879, at *11 (citing 3 WILLIAM MILLER COLLIER,
COLLIER ON BANKRUPTCY { 332.02 (16th ed. 2022)).

8 No. 22-10964, 2022 WL 14193879 (Bankr. SD.N.Y. Oct. 24, 2022).

9 See Christopher G. Bradley, Privacy Theater in the Bankvruptcy Courts, 74 HASTINGS L.J.
607, 632 (2023) (explaining that appointment when there is no “clear privacy policy violation” hap-
pens in “a small minority of the cases” involving data sales).

10 See Omer Tene & Jules Polonetsky, Privacy in the Age of Big Data: A Time for Big Decisions,
64 STAN. L. REV. ONLINE 63, 63 (2012) (describing data as “the raw material of production, a new
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personal data that can be used to predict, shape, and monetize consumer
behavior.!* This accumulation of data brings with it privacy issues re-
garding misuse of data, nonconsensual data sales, and unauthorized ac-
cess.'? Historically, regulators have aimed to protect consumer privacy
through tort law and various statutory regimes.'®* More recently, com-
prehensive data privacy legislation has been enacted across the United
States and globally,'* including the California Consumer Privacy Act of
2018'5 and the European Union’s General Data Protection Regulation.!®
With this development has come a renewed focus on data privacy in
bankruptcy, where a debtor is likely to sell its customer data to pay its
debts.!”

In 2005, Congress created the ombudsman role to protect consumer
data in bankruptcy data sales,'® but it has been ineffective at meeting
that goal. There are various hurdles to ombudsman appointments, mak-
ing it difficult for them to be brought into the process. And the tools
ombudsmen do have to protect privacy, such as their reports, fail to
produce tailored privacy recommendations. These shortcomings are due
to the ombudsman’s tension with bankruptcy policy and the bargaining
process. The ombudsman reduces the pool of funds that could go to
creditors, introduces inefficiencies in the negotiation process, and has
insufficient leverage in the bargaining process. But reforms can help
the ombudsman be more effective. To better achieve Congress’s goal,
the ombudsman role must be reformed to have more teeth, the U.S.
Trustee and judges must be more proactive in seeking ombudsman

source of immense economic and social value,” which “create[s] enormous value for the global econ-
omy”); see also Natasha Singer & Jeremy B. Merrill, When a Company Is Put Up for Sale, In Many
Cases, Your Personal Data Is, Too, N.Y. TIMES (June 28, 2015), https://www.nytimes.com/
2015/06/29/technology/when-a-company-goes-up-for-sale-in-many-cases-so-does-your-personal-data.
html?_r=o [https://perma.cc/6SB3-DBU6] (“When sites and apps get acquired or go bankrupt, the
consumer data they have amassed may be among the companies’ most valuable assets.”).

11 FTC, A LOOK BEHIND THE SCREENS: EXAMINING THE DATA PRACTICES OF SOCIAL
MEDIA AND VIDEO STREAMING SERVICES 24, 49 (2024), https://www.ftc.gov/system/files/
ftc_gov/pdf/Social-Media-6b-Report-g-11-2024.pdf [https://perma.cc/ YHT5-LAFB].

12 See id. at 46, 59.

13 See Paul Ohm, Broken Promises of Privacy: Responding to the Surprising Failure of Anony-
mization, 57 UCLA L. REV. 1701, 1732-33 (2010) (citing Samuel D. Warren & Louis D. Brandeis,
The Right to Privacy, 4 HARV. L. REV. 193 (1890), and describing that article as being the “well-
spring of information privacy law”).

14 See Daniel J. Solove, Data Is What Data Does: Regulating Based on Harm and Risk Instead
of Sensitive Data, 118 NW. U. L. REV. 1081, 1083 (2024).

15 2018 Cal. Stat. 1807 (codified at CAL. CIV. CODE §§ 1798.100—.199.100 (West 2023)).

16 Council Regulation 2016/679, 2016 O.]. (L 119) 1 (EC).

17 See Daniel Solove, Bankruptcy Sale of DNA Data: From Toysmart to 23andMe, PRIV. & SEC.
BLOG (Sept. 30, 2024), https://teachprivacy.com/bankruptcy-sale-of-dna-data-from-toysmart-to-
23andme [https://perma.cc/V3X9-V6Ns] (discussing the possibility of 23andMe selling its data);
Cameron Love, Comment, Data in Distress: Effectuating State Data Privacy Laws During Bank-
ruptcy, 73 EMORY L.J. 1061, 1066 (2024) (arguing that new state comprehensive data privacy laws
complicate the liquidation process).

18 Bankruptcy Abuse Prevention and Consumer Protection Act of 2005, Pub. L. No. 109-8,
§ 232, 119 Stat. 23, 73—74 (codified at 11 U.S.C. § 332).
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appointments, and regulators must be more aggressive when enforcing
privacy laws in bankruptcy.

This Note proceeds as follows. Part I explains the role of the om-
budsman by looking at the statutory framework and what motivated
Congress to create the role. Part IT discusses the shortcomings of the
ombudsman. Part IIT argues that the ombudsman has not lived up to
expectations because it is in tension with bankruptcy policy and the bar-
gaining process. Part IV looks at how consumer privacy in bankruptcy
can better be protected going forward.

I. BACKGROUND

A. Toysmart

The ombudsman emerged primarily in response to the prominent
case of Toysmart attempting to sell children’s data in an asset sale.’® In
2000, Toysmart, an e-retailer that sold children’s toys, failed in the dot-
com crash.?2° Through its operations, Toysmart had collected personal
information from website visits, including names, addresses, and chil-
dren’s birthdays pursuant to its privacy policy.?! In its bankruptcy pro-
ceedings, Toysmart tried to sell consumer data — including the
children’s information — to the highest bidder, even though its own pri-
vacy policy said it would “never” do so.22 The FTC brought a section
5 deceptive practices claim?? against Toysmart and sought injunctive
relief to stop the sale of customer data in violation of Toysmart’s own
terms of service.?* Ultimately, the action was settled, and the FTC al-
lowed Toysmart to sell the data so long as certain conditions were met.25

19 Bradley, supra note g, at 610.

20 Matt Richtel, Toysmart.com in Settlement with FT.C., N.Y. TIMES (July 22, 2000), https:/
www.nytimes.com/2000/07/22/business/toysmartcom-in-settlement-with-ftc.html [https://perma.cc/
N2NZ-HLUN].

21 FTC v. Toysmart.com, LLC, No. 00-11341, 2000 WL 34016434, at *1 (D. Mass. July 21, 2000).

22 Complaint for Permanent Injunction and Other Equitable Relief Y 9, 11, Zoysmart, No. oo-
11341 (“Personal information voluntarily submitted by visitors to our site, such as name, address,
billing information and shopping preferences, is never shared with a third party.” Id. { 9.).

23 The FTC can enforce consumer protection laws through section 5(a) of the Federal Trade
Commission Act, which provides that “unfair or deceptive acts or practices in or affecting com-
merce[] are . . . unlawful.” 15 U.S.C. § 45(a)(1).

24 See Matt Richtel, ET.C. Moves to Halt Sale of Database at Toysmart, N.Y. TIMES (July 11,
2000), https://www.nytimes.com/2000/07/11/business/ftc-moves-to-halt-sale-of-database-at-toysmart.
html [https:/perma.cc/2FTF-6VFE] (reporting how “privacy advocates and commission officials
sa[id] that online companies that amass large and potentially valuable customer databases might
have little incentive to adhere to privacy assurances once they go out of business,” and that “the
toysmart.com case raised significant questions”).

25 Toysmart, 2000 WL 34016434, at ¥1—2 (requiring that the buyer be in the same line of business
as Toysmart and that the buyer comply with the Toysmart privacy policy).
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B. Congressional Action

In 2005, Congress passed the Bankruptcy Abuse Prevention and
Consumer Protection Act?¢ (BAPCPA), which created the consumer pri-
vacy ombudsman to protect consumer privacy in bankruptcy proceed-
ings.?” With the growth of data collection, Congress saw that consumer
data was at risk in bankruptcy proceedings because a debtor trying to
survive is less likely to prioritize protecting sensitive consumer data.
When speaking in support of his amendment to BAPCPA, Senator Pat-
rick Leahy highlighted FTC v. Toysmart.com, LLC?® as an example of
why an ombudsman is needed.?° He was alarmed that “the customer
lists and databases of failed firms now can be put up for sale in bank-
ruptcy without any privacy considerations.”® He was hopeful that an
ombudsman would “prevent future cases like Toysmart.com.”' There-
fore, the underlying rationale of the role is that requiring a privacy ex-
pert to be part of the process guarantees the consideration of consumer
privacy interests.?2

C. Role Description

An ombudsman must be appointed when a debtor intends to sell
personally identifiable data in violation of the promises in its privacy
policy.?® Section 363(b)(1) of the Bankruptcy Code provides the statu-
tory requirements for when the ombudsman is appointed.** Any party
can seek appointment of an ombudsman, but “presumably . . . the U.S.
Trustee, the court, or a debtor” motions for it.3s The bankruptcy judge
retains discretion to appoint an ombudsman even when there is no vio-
lation of a privacy policy.>® Moreover, the ombudsman must be ap-
pointed at least seven days before a hearing approving the data sale.3”

Once appointed, the ombudsman creates a report that often consid-
ers the conditions placed on the Toysmart sale.?® The ombudsman must

26 Pub. L. No. 109-8, 119 Stat. 23 (codified in scattered sections of the U.S. Code).

27 Id. § 232, 119 Stat. at 73—74 (codified at 11 U.S.C. § 332).

28 No. 00-11341, 2000 WL 34016434 (D. Mass. July 21, 2000).

29 151 CONG. REC. 295758 (2005) (statement of Sen. Patrick Leahy).

30 Id. at 2957.

31 Jd. at 2958 (italics added).

32 Bradley, supra note 9, at 611.

33 See 11 U.S.C. § 363(b)(1).

34 See Bradley, supra note 9, at 622 (explaining that an ombudsman is appointed when (1) an
asset sale is made pursuant to § 363(b)(1), (2) the sale occurs outside of the ordinary course of busi-
ness, (3) the data involved meets the Bankruptcy Code’s definition of personally identifiable infor-
mation, (4) the debtor collected data pursuant to a privacy policy that would be violated in the data
sale, and (5) the appointment of an ombudsman is sought).

35 See id. at 632.

36 In re Celsius Network LLC, No. 22-10964, 2022 WL 14193879, at *7 (Bankr. S.D.N.Y. Oct.
24, 2022) (explaining that “[e]ven if a sale will comply with the Debtors’ privacy policy, bankruptcy
courts have the discretion” to order an ombudsman’s appointment).

37 11 U.S.C. § 332(a); see Bradley, supra note 9, at 656.

38 11 US.C. § 332(b).
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investigate and inform the bankruptcy court about the debtor’s privacy
policy, possible “losses or gains of privacy to consumers if [the] sale is . . .
approved,” and suggested mitigations for “potential privacy losses . . . to
consumers.”® These considerations do not include any possible loss in
value of the data.*® The ombudsman might also be able to give their
opinion on whether the sale would violate any applicable nonbank-
ruptcy laws.#! The court then considers this information and determines
whether to approve the sale with any of the suggested conditions.*?> Af-
ter submitting their report, the ombudsman submits a fee application
for their work.#** Upon court approval, the costs of the ombudsman and
any professionals they hire come out of the estate.**

Consumer privacy ombudsmen tend to come from a small pool of
privacy professionals. A recent dataset shows that there are about
thirty-three ombudsmen, and the top seven most frequently appointed
account for about two-thirds of cases where ombudsmen are ap-
pointed.*> Several of them have a privacy certification called the Certi-
fied Information Privacy Professional (CIPP/US) qualification, and the
top seven are all attorneys.*® Some of these top ombudsmen have their
own practices specializing in data privacy.*’

II. THE OMBUDSMAN IN PRACTICE

In practice, the ombudsman struggles to ensure consumer privacy is
a primary consideration in bankruptcy data sales. Two hurdles that
hinder this goal are that (1) the ombudsman has difficulty getting ap-
pointed and (2) the ombudsman report does not meaningfully protect
consumer privacy.

A. Hurdles to Appointment

Ombudsmen are reliant on other parties to be appointed. “[T]he U.S.
Trustee, the bankruptcy court, or some other regulator or interested

39 Id. “Losses or gains” of privacy is not defined in the Bankruptcy Code, see id. §§ 101-1532,
leaving the ombudsman with flexibility on what they want to analyze.

40 See Bradley, supra note 9, at 653.

41 See id. at 664 n.248 (citing, inter alia, Carl Wedoff & David P. Saunders, Big Data Meets
Bankruptcy: Will the Increased Value of Consumer Data Lead to a Weakening of Privacy Protections
in Bankruptcy Sales?, 39 AM. BANKR. INST. J., July 2020, at 14, 50).

42 11 US.C. § 363(b)(1)(B).

43 Id. § 330(a); FED. R. BANKR. P. 2016(a).

44 FED. R. BANKR. P. 2016(a).

45 See Bradley, supra note 9, at 640.

46 Jd.

47 See Lucy L. Thomson, AM. L. INST., https://www.ali.org/profile/4198 [https://perma.cc/
HV3M-ACXDJ; Alan Chapell, INFO. TECH. & INNOVATION FOUND., https://itif.org/person/alan-
chapell [https://perma.cc/SY4Z-UgCQJ; Salazar Law Founder Luis Salazar Appointed Consumer
Privacy Ombudsman in Alamo Drafthouse Cinemas Case, SALAZAR L. (Apr. 16, 2021), https:/
www.salazar.law/blog/salazar-law-founder-luis-salazar-appointed-consumer-privacy-ombudsman-in-
alamo-drafthouse-cinemas-case [https:/perma.cc/F2QS-ZKEL].
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party can seek the appointment of an ombud[sman],”*® meaning they
are not appointed automatically and do not have standing to move to
be appointed of their own accord.*® However, consumers are unlikely
to come forward and notify a regulator, judge, or trustee about a privacy
violation because the individualized harm is not enough to motivate
them.5° Debtors and creditors may want to avoid reducing the size of
the estate, and an ombudsman reduces that pot.5! They also may not
want to risk any delays in the sale process, which an ombudsman could
extend.’? This leaves the U.S. Trustee and the bankruptcy court. But
the Trustee has many other responsibilities and might not notice that
privacy interests are of concern in a particular proceeding,* suggesting
that the U.S. Trustee is not monitoring as actively for privacy violations
as they may be for other abuses. Therefore, the ombudsman relies
on parties who are not prioritizing privacy interests in order to be
appointed.

Debtors engage in an array of practices to avoid the appointment of
an ombudsman. Debtors proactively add terms containing consumer-
protective language in data asset sales,’* submit privacy reports by pri-
vacy experts and former ombudsmen at the time of filing a sale motion,55
and include boilerplate language about consumer data in sales mo-
tions.’® Essentially, debtors try to get the work of the ombudsman done
before filing. While these approaches to avoiding ombudsmen have
“streamlin[ed] a process that was already mostly theatrical,”s” they re-
move the ombudsman from the process in which Congress intended om-
budsman participation.

Debtor actions to avoid appointment make it less likely that con-
sumer privacy will be prioritized in bankruptcy. Congress intended for
the ombudsman to be the one checking for any privacy issues precisely
because Congress was distrustful of debtors who were abusing the pro-
cess and selling data in violation of their privacy policies.’® While some
of the debtor actions do help alleviate the concern for potential abuse
by promoting consumer-protective language, these actions only give the
illusion that the debtor is looking out for consumer privacy. An om-
budsman hired by the debtor for this purpose is not a neutral party like

48 Bradley, supra note 9, at 627 (discussing the origins and limitations of the ombudsman role).

49 See id.

50 See id. at 624.

51 See infra notes 81-84 and accompanying text.

52 See infra section IILA.3, pp. 1463-63.

53 See Bradley, supra note 9, at 624 (/Wlith numerous other responsibilities, [the U.S. Trustee]
may not realize that consumer interests are being compromised or may not think it worth their
while to urge an objection.”).

54 See id. at 635.

55 See id. at 636.

56 See id. at 637.

57 Id. at 638.

58 151 CONG. REC. 2957-58 (2005) (statement of Sen. Patrick Leahy).
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a court-appointed ombudsman. A debtor-hired ombudsman’s job is to
convince the court that there are no privacy concerns to worry about in
the sale. A court-appointed ombudsman would not be concerned with
tailoring their report to a debtor’s interests because they are not hired
by that debtor.

B. Ombudsman Reports

When ombudsmen are appointed, their reports are often boilerplate
summaries of privacy laws and commonly known mitigations.5° Rather
than including material unique to the case, many ombudsmen rely on
block quotes from the debtors’ privacy policies and other legal authori-
ties, and much of the rest is “cop[ied] and paste[d]” summaries from prior
reports.®® Typically, the suggested mitigations include the conditions
from Toysmart instead of tailored recommendations.®? Copying from
prior reports is not necessarily bad in itself; much of legal practice in-
volves building off a template. But these reports could more thoroughly
address privacy concerns.

The ombudsman report from In re Chrysler LLC® shows some of
these shortcomings. The Chrysler report focused primarily on compli-
ance with the existing privacy policy and providing notice to consumers
so they can opt out of marketing,®®> which are Toysmart mitigations.o*
Chrysler had one of the fastest bankruptcies in history,®> which could
explain why the ombudsman did not further develop their mitigation
analysis beyond what was discussed in Toysmart; it is possible they did
not have time to write a thorough report.®® The ombudsman report
from In re General Motors Corp.°” — submitted about a month after the
same ombudsman submitted the Chrysler report — reproduced various
portions of the Chrysler report.°® The practice of copying prior report
language leaves open the possibility of subsequent reports having similar
oversights. Even though speed is generally prioritized in bankruptcies,®®

59 See Bradley, supra note 9, at 646.

60 Jd.

61 See, e.g., Report of Consumer Privacy Ombudsman {§ 68-73, In re Chrysler LLC, 405 B.R.
84 (Bankr. S.D.N.Y. 2009) (No. 09-50002), ECF No. 2790.

62 405 B.R. 84 (Bankr. S.D.N.Y. 2009).

63 Report of Consumer Privacy Ombudsman, supra note 61, § 27.

64 1d. 1 68-73.

65 Mark J. Roe & David Skeel, Essay, Assessing the Chrysler Bankruptcy, 108 MICH. L. REV.
727,728 (2010) (“The Chrysler Chapter 11 proceeding went blindingly fast. One of the larger Amer-
ican industrial operations entered Chapter 11 and exited forty-two days later.”).

66 See Bradley, supra note 9, at 661.

67 407 B.R. 463 (Bankr. S.D.N.Y. 2009).

68 Bradley, supra note 9, at 64930 (discussing the Chrysler report). Compare Report of Con-
sumer Privacy Ombudsman, supra note 61, with Report of Consumer Privacy Ombudsman, Gen-
eral Motors Corp., 407 B.R. 463 (No. 09-50026).

69 See Jonathan M. Seymour, Against Bankruptcy Exceptionalism, 89 U. CHL L. REV. 1923,
1973 (2022) (“Speed is highly prized in the Chapter 11.”).
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the congressional purpose to prioritize privacy should not be sacrificed
as a result.

The Celsius ombudsman provides an example of a well-tailored re-
port that still relies on Toysmart considerations and summarizes existing
data privacy laws. In the eighty-six-page report, the ombudsman rec-
ommended the purchaser of the customer data be in the same line of
business as the debtor, use data for the same purpose the debtor used it
for, and comply with an appropriate Celsius data privacy policy — all
of which were conditions imposed in the Toysmart data sale.”® A sig-
nificant portion of the report summarized various data privacy laws.”!
However, the report also thoroughly explained what kinds of risks a
data sale would pose to Celsius consumers.”? To mitigate these risks, it
considered mitigations that were unique to the consumers who had their
data exposed in the Celsius data leak,”® suggested that certain inactive
accounts not be included in the sale,”* and recommended that the pur-
chaser agree to industry-standard security controls.”> Even though re-
ports are not binding, judges have discretion to include any conditions
on the sale, and debtors can also agree to conditions if they find them
reasonable.”®

While Celsius serves as a potential model for structuring a robust
report, deficiencies result in ineffective protections of consumer privacy.
The purpose of the ombudsman is to evaluate whether a data sale in a
specific case raises any privacy concerns and then to propose mitigations
for those specific concerns. The report is the only tool an ombudsman
has to advocate for privacy interests, so these reports should be more
thorough and tailored. While it may be the case that certain mitigations
are industry standard and would appear across reports, it is an ineffec-
tive exercise to simply templatize these reports.

III. BANKRUPTCY’S TENSION WITH THE OMBUDSMAN

In many ways, the ombudsman role was hindered from the start be-
cause Congress did not adequately account for the realities of the bank-
ruptcy process when it created the role. The difficulties in appointment
and ineffective reports can be explained by looking at bankruptcy policy
and the bargaining process. Considering how bankruptcy functions in
practice also provides guidance for reforming the role.

70 See Consumer Privacy Ombudsman First Report to the Court at 40—41, 40 n.68, In ve Celsius
Network LLC, No. 22-10964 (Bankr. S.D.N.Y. Oct. 24, 2022), ECF No. 1948.

71 See id. at 47-39.

72 See id. at 25-32.

73 See id. at 32-34.

74 See id. at 23.

7S See id. at 40—41.

76 See, e.g., id. at 34 (describing how Celsius agreed to post phishing notices and to advise ac-
count holders about how to file complaints of potential issues); id. at 60.
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A. Bankruptcy Policy

Analyzing the ombudsman role requires understanding bankruptcy
policy. Three policy goals of bankruptcy’” that are implicated by the
ombudsman are the preservation of a debtor’s value, the possibility of
a fresh start, and procedural efficiency.”® Ultimately, the ombudsman
role is in tension with these three policy goals, which helps explain its
shortcomings.

1. Preserving Value. — First, bankruptcy is meant to provide par-
ties with a process that preserves the value of the debtor’s assets. Bank-
ruptcy courts aim “to ensure that [the] patient doesn’t die on the
operating table.””® When a distressed corporation enters a Chapter 11
reorganization, it is already in a precarious position. Upon filing a pe-
tition for Chapter 11, a debtor has 180 days for its reorganization plan
to be accepted, and if that time elapses, a creditor can propose a plan.°
The longer the process drags on, the more a debtor risks not surviving
after bankruptcy because of the added costs. With more costs, corpora-
tion value will decrease, thereby shrinking the estate that would be dis-
tributed to creditors.

The ombudsman decreases the pool of funds that goes to creditors.
For a debtor trying to survive bankruptcy, any additional costs effec-
tively decrease what could be distributed to a creditor. In a dataset of

77 To be clear, there is no consensus on the core bankruptcy policy goals. This harkens back to
a classic debate between then-Professor Elizabeth Warren and Professor Douglas Baird in 1987.
See generally Elizabeth Warren, Bankruptcy Policy, 54 U. CHL L. REV. 775 (1987); Douglas G.
Baird, Loss Distribution, Forum Shopping, and Bankruptcy: A Reply to Warren, 54 U. CHI. L. REV.
815 (1987). At the time, the two scholars debated “whether bankruptcy is an appropriate forum for
redistribution and business rehabilitation to vindicate policies such as the protection of workers and
communities from the dissolution of companies.” Jared A. Ellias & George Triantis, Government
Activism in Bankvuptcy, 37 EMORY BANKR. DEVS. J. 509, 514 (2021) (summarizing the debate).
For Warren, the central concern of bankruptcy is to distribute losses from a bankruptcy by consid-
ering a creditor’s relative ability to bear costs of default, incentivizing certain prebankruptcy trans-
actions over others, treating similar creditors the same, and having equity owners bear the loss of
the investment. Warren, supra, at 790o—92. On the other hand, Baird argues that the “purpose of a
bankruptcy proceeding is to enable the owners of the firm’s assets to act collectively” and that it
does so by promoting bargaining among creditors and other owners of the insolvent firm. Douglas
G. Baird, The Uneasy Case for Corporate Reorganization, 15 J. LEGAL STUD. 127%, 135 (1986). In-
herent in Baird’s view is the acceptance that failure and success are harsh realities of the market
economy. See Douglas G. Baird, Essay, Bankruptcy’s Uncontested Axioms, 108 YALE L.]J. 573, 578
(1998).

78 These three policy goals are commonly discussed in bankruptcy literature. See Joshua Macey
& Jackson Salovaara, Bankrupicy as Bailout: Coal Company Insolvency and the Evosion of Federal
Law, 71 STAN. L. REV. 879, 935 (2019) (explaining that a general bankruptcy goal is to preserve
firm value); Thomas H. Jackson, The Fresh-Start Policy in Bankruptcy Law, 98 HARV. L. REV.
1393, 1393 (1985) (explaining that discharging debt is core to the fresh-start policy); Seymour, supra
note 69, at 1938 (discussing the general culture of efficiency in the bankruptcy system).

79 Jared A. Ellias & Robert J. Stark, Bankvuptcy Hardball, 108 CALIF. L. REV. 745, 783 (2020)
(quoting Corrected Objection of the Official Committee of Unsecured Creditors to Debtors’ Motion
to Approve Settlement Agreement with Financing Party Defendants in Committee Litigation at 63,
In re Lyondell Chem. Co., 503 B.R. 348 (Bankr. S.D.N.Y. 2014) (No. 09-10023)).

80 11 US.C. § 1121(a)—(C).
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every bankruptcy case where an ombudsman was appointed since
BAPCPA was passed in 2005 to mid-2020, median total fees of ombuds-
men were $13,876.04 and mean total fees were $23,761.63.81 The om-
budsman fees for more high-profile cases can exceed $100,000.82 For
example, the ombudsman in the Celsius bankruptcy charged about
$127,000 for her services from late October 2022 through the end of June
2023.8% These fees do not include any additional costs associated with
bankruptcy attorneys’ having to respond to the ombudsman and poten-
tially challenging the ombudsman’s appointment, costs which can ex-
ceed $1,000 an hour.8* Unsurprisingly, creditors are concerned about
how the financial cost of an ombudsman will impact the estate.

In addition to the direct costs of an ombudsman, their recommenda-
tions can also create an encumbrance on a debtor’s property. The sug-
gestions in an ombudsman’s report can limit how data assets are sold.
This can decrease the value of the data, making it less attractive to po-
tential buyers. And in making their proposals, the ombudsman is not
statutorily required to consider potential decreases in the value of the
data.8s This is especially concerning for a debtor because data can be
its “most valuable asset[].”8¢

In the Borders bankruptcy, In ve Borders Group, Inc.,®” the ombuds-
man made a proposal that a buyer argued would decrease the value of
Borders’s data. When Borders, a now-defunct multinational book re-
tailer, planned to sell its customer data to Barnes & Noble, the consumer
privacy ombudsman suggested that Barnes & Noble obtain opt-in con-
sent from customers before certain data could be transferred to Barnes

81 Bradley, supra note 9, at 630-31, 643 tbl.2.

82 See id. at 643 (“The most expensive ombud was in In ve Borders Group, Inc., where fees ran
to just over $305,000. Six-figure costs are not uncommon in cases of large, brand-name retailers
such as Golfsmith ($144,380), RadioShack ($119,861), or Sears ($109,049). Several cases, including
In re Sears Holdings Corp., remain open, and it is possible that the ombuds are still active and
accumulating fees.”).

83 See Summary of First Interim Fee Application of Lucy L. Thomson, Consumer Privacy Om-
budsman, Pursuant to Bankruptcy Code Section 330 for Allowance of Compensation and Reim-
bursement of Expenses at i, In re Celsius Network LLC, No. 22-10964 (Bankr. S.D.N.Y. Oct. 24,
2022), ECF No. 3470 [hereinafter Summary of First Interim Fee Application of Lucy L. Thomson,
Consumer Privacy Ombudsman].

84 See Lindsey D. Simon, The Guardian Trustee in Bankvuptcy Courts and Beyond, 98 N.C. L.
REV. 1297, 1312 n.82 (2020) (“Under the Bankruptcy Code, professional fees for both the debtor
and the creditors’ committee (and sometimes other professionals) are paid by the estate in Chapter
11 cases.” (citing 11 U.S.C. §§ 3269(a), 327(a))).

85 See Bradley, supra note 9, at 653.

86 See Cassandra M. Porter, Confessions of a Consumer Privacy Ombudsman, LANDSLIDE,
July/Aug. 2017, at 30, 30 (“Critically, customer data is often among a debtor’s most valuable
assets.”).

87 462 B.R. 42 (Bankr. S.D.N.Y. 2011).
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& Noble.88 This suggestion was meant to address the fact that Borders’s
privacy policy did not stipulate that it could transfer or sell consumer
data in a bankruptcy.®® Barnes & Noble opposed that and other sug-
gestions by the ombudsman, saying the suggestions “would destroy the
value of the transaction.”® It explained that Borders would have to
reach out to its customers to ask for opt-in consent, which customers
would simply not reply to,°! “thereby materially reducing the value of
the acquisition.”? This suggestion was meant to protect consumer pri-
vacy, but it had the effect of reducing the perceived value of the data to
the buyer. Ultimately, a debtor or buyer can challenge these condi-
tions,% but it is up to the judge whether they will impose any of the
ombudsman’s suggestions.%*

Because of these costs, debtors are incentivized to take steps to avoid
and challenge the appointment of an ombudsman. A debtor can avoid
ombudsman costs by frontloading some of the work that an ombudsman
would do before the debtor files for bankruptcy.®> The minimal cost of
including some boilerplate language stating that the privacy policy is
not violated in a bankruptcy petition can help debtors avoid paying om-
budsman and associated attorney’s fees. Similarly, a common argument
for debtors, like Celsius, is to say they do not need an ombudsman be-
cause they will sell data in compliance with their privacy policy.°® This
way, the onus is on the Trustee to file a motion seeking appointment,®’
or on the court to initiate appointment, which may not happen.®® There-
fore, a debtor’s actions to prevent appointment help preserve the value
of the estate by ensuring the pool does not shrink.

2. Fresh Start. — Second, bankruptcy aims to give debtors a “fresh
start” so that they can emerge from bankruptcy.®® One advantage of
bankruptcy is that a debtor can discharge its debts, and that discharge

88 Report of Michael St. Patrick Baxter Consumer Privacy Ombudsman {{ 11, 100(c), Borders
Grp., 462 B.R. 42 (No. 11-10614), ECF No. 1830 (“Debtor cannot transfer to Buyer any consumer’s
purchase history information . .. unless Debtor obtains the written consent of the affected con-
sumer.” Id. q 100(c).).

89 Seeid. | 67.

90 Statement of Barnes & Noble, Inc. in Response to the Report of Michael St. Patrick Baxter
Consumer Privacy Ombudsman 9 4, Borders Grp., 462 B.R. 42 (No. 11-10614), ECF No. 1841
[hereinafter Statement of Barnes & Noble, Inc.].

91 Id. { 5(b) (“[I]t is completely unrealistic to expect customers to affirmatively respond to a
request from Borders, a company that has gone out of business.”).

92 Id. { 5(b)(2).

93 While there is no statutory language that says a debtor or buyer may object, this appears to
be done in practice based on parties filing responses to the ombudsman report. See generally id.

94 See 11 U.S.C. § 363(b)(1)(B).

95 See supra notes 54—57 and accompanying text.

9 See, e.g., In re Celsius Network LLC, No. 22-10964, 2022 WL 14193879, at *11 (Bankr.
S.D.N.Y. Oct. 24, 2022).

97 See, e.g., Objection of the U.S. Trustee to Debtors’ Motion Seeking Entry of an Order [ 28,
32, Celsius Network LLC, No. 22-10964, ECF No. 1047.

98 See Bradley, supra note 9, at 632.

99 Jackson, supra note 78, at 1393.
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“lies at the heart of bankruptcy policy.”°° Once the bankruptcy court
gives approval of a sale or reorganization plan, discharge can be
granted.’°! This “fresh start” policy goal harkens back to the Bank-
ruptcy Act of 1898,192 the predecessor to the modern Bankruptcy
Code.'%? This goal was implemented in the modern Bankruptcy Code
by providing ways for debtors to “preserve a pool of property” they
could keep after the bankruptcy.'o+

The ombudsman makes it harder for a debtor to discharge its debts
by adding complexity and placing restrictions on data transfers. Cus-
tomer data is important in determining a debtor’s value because it is
part of the debtor’s assets. But the ombudsman is not concerned with
facilitating the discharge of existing debts or maximizing the debtor’s
assets. Rather, they are concerned with maintaining a certain level of
data protection during and after the bankruptcy proceeding. The om-
budsman aims to maintain the level of data protection that consumers
have under the debtor’s existing privacy policy. That likely creates an
incentive for their reports to ensure that whatever privacy protections
were in place before bankruptcy stay the same in any sale. But requir-
ing a debtor to ensure that its past privacy protections are maintained
in the future makes it harder to sell that data.

In re Borders again helps showcase this problem. As an alternative
to collecting opt-in consent for certain data, the ombudsman recom-
mended that Barnes & Noble comply with the privacy policy that was
in effect at the time Borders collected the data.'®> Barnes & Noble ar-
gued that the practical effect of this was that it would have to maintain
two privacy policies, one for the debtor’s customers and one for its own
customers.’°¢ This would not be “commercially practical” according to
Barnes & Noble.!°? Maintaining privacy policies “at the individual
transaction level would be administratively difficult” and would confuse
consumers about what privacy policy applies to them, especially because

100 14.

101 See 11 U.S.C. §§ 727, 1141.

102 Act of July 1, 1898, ch. 541, 30 Stat. 544. “One of the primary purposes of the bankruptcy act
is to ‘relieve the honest debtor from the weight of oppressive indebtedness and permit him to start
afresh free from the obligations and responsibilities consequent upon business misfortunes.”” Loc.
Loan Co. v. Hunt, 292 U.S. 234, 244 (1934) (quoting Williams v. U.S. Fid. & Guar. Co., 236 U.S.
549, 554=55 (1915)).

103 See Jonathan C. Lipson, Understanding Failure: Examiners and the Bankrupicy Reorganiza-
tion of Large Public Companies, 84 AM. BANKR. L.]J. 1, 10, 12 (2010).

104 Richard S. Davis, Comment, Protection of a Debtov’s “Fresh Start” Under the New Bank-
ruptcy Code, 29 CATH. U. L. REV. 843, 850 (1980); see also Lindsey D. Simon, Bankruptcy Grifters,
131 YALE L.J. 1154, 1215-16 (2022) (“Congress infused significant powers and remedies into the
Bankruptcy Code, but those forces are intended to help insolvent debtors get a fresh start.”).

105 Report of Michael St. Patrick Baxter Consumer Privacy Ombudsman, supra note 88, J 1oo(b)
(“Buyer agrees to treat [personally identifiable information] collected by Debtor on or before May 27,
2008 pursuant to the terms of Debtor’s privacy policy in effect at the time of such collection . . . .”).

106 Statement of Barnes & Noble, Inc., supra note go, § 5(b).

107 Jd.
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certain consumers were customers of both Borders and Barnes & No-
ble.1°8 While the ombudsman’s recommendation was intended to pro-
tect consumer privacy, the recommendation would impede the ability of
Borders to discharge its debt because of the practical difficulties of im-
plementation. A debtor or buyer would have to agree to these conditions
in order for the court to grant a discharge, which seems unlikely given
Barnes & Noble’s concerns. Even when the ombudsman is attempting
to protect consumer privacy, this aim may be in tension with the policy
goal of giving debtors a fresh start, as it adds a roadblock to a debtor’s
ability to discharge debts. While the judge ultimately has discretion in
imposing the conditions, judges in practice defer to the ombudsman.'°°
The debtor or buyer then would have to convince the judge that they
should approve the sale despite these restrictions. This is likely to be
difficult if the ombudsman identified concerns with the sale. The upshot
of this is that it gives debtors an incentive to oppose appointment of an
ombudsman.

3. Procedural Efficiency. — Third, bankruptcy policy prioritizes ef-
ficiency. Bankruptcy is about facilitating a bargain between debtors
and creditors.!’© The Bankruptcy Code does this by placing guardrails
around parties so that they bargain without holding up the process.!!!
For example, the automatic stay, which is triggered upon a bankruptcy
filing, “halt[s] all efforts to seek repayment from the debtor.”''? That
stay funnels all claims against the debtor into the bankruptcy process
and prevents claimants from racing to the courthouse before the estate
runs out.'®* Some bankruptcy judges also facilitate an efficient process
by interpreting the Code in ways that help achieve the purpose of reach-
ing a deal over strict adherence.''* Until recently,!'s for nearly forty
years, many bankruptcy courts interpreted the Code to allow debtors to
discharge creditors’ claims against a nondebtor without the consent of
those impacted claimants even though this was not explicitly authorized
by the text.!'® This allowed courts to efficiently discharge mass tort
claims.''” These examples show that parties and courts favor the parties

108 [d. (footnote omitted).

109 See Laura N. Coordes, Unmasking the Consumer Privacy Ombudsman, 82 MONT. L. REV.
17,29 (2021).

110 Anthony J. Casey, Chapter 11’s Renegotiation Framework and the Purpose of Corporate Bank-
ruptcy, 120 COLUM. L. REV. 1709, 1711 (2020).

111 Id. at 1716.

112 Simon, supra note 84, at 1305.

113 See id.

114 See Seymour, supra note 69, at 1929, 1938.

115 Harrington v. Purdue Pharma L.P,, 144 S. Ct. 2071, 2088 (2024) (holding that the Bankruptcy
Code does not allow nonconsensual third-party releases).

116 See Seymour, supra note 69, at 1942.

117 See Simon, supra note 104, at 1167.
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reaching an agreement, and that is no different in the context of an
ombudsman.'®

The ombudsman’s role extends the bankruptcy process. In Professor
Christopher Bradley’s dataset, an ombudsman spent a median of 29.55
hours and a mean of 49.01 hours.''® But larger cases can exceed those
numbers; the Celsius bankruptcy ombudsman spent about 230 hours on
the matter from late October 2022 through the end of June 2023.12°
These data points do not include any time the parties spent responding
to ombudsman requests. Bankruptcy has features like the automatic
stay that try to ensure an orderly process, but the ombudsman adds
more steps in the process. The Code requires an appointment of an
ombudsman “not later than 7 days before” a hearing to approve the sale
of personally identifiable information.'?* When the ombudsman issues
their report, the debtor and buyer will have to take time to respond and
object to any of the proposed conditions. Because a judge may defer to
a privacy expert, debtors may fear that an ombudsman could hold up
the process with their requirements. This perceived time burden is
problematic for a “modern bankruptcy process [that]is . . . speedy[ and]
relatively efficient,”!?? and it helps explain why debtors try to streamline
the handling of privacy issues.

Moreover, the ombudsman potentially hinders the ability of the
debtor and creditors to reach an agreement. The consumers whom the
ombudsman represents do not have a financial stake in the bargaining
process between debtors and creditors who are trying to settle debts.!23
The ombudsman is not at the bargaining table by default; they have to
be brought in by a judge or requested by another party in the proceed-
ing.1?¢ While creditors and debtors are already at the bargaining table,
neither has any incentive to bring in another party to bargain who may
throw a wrench in the plans of the parties. That is likely why many
debtors simply include template verbiage to preemptively show why an
ombudsman is not needed.'?s In the process of getting an ombudsman
appointed, if the parties disagree about ombudsman appointments, they
have to spend time filing motions and responses, and then, once one is
appointed, bring an ombudsman into an already fast-moving process
and get them up to speed. So, it is easier for debtors and creditors to
wait for the U.S. Trustee or judge to move for the appointment of an

118 See Ellias & Stark, supra note 79, at 757; see also Christopher G. Bradley, Privacy for Sale:
The Law of Transactions in Consumers’ Private Data, 40 YALE J. ON REGUL. 127, 163 (2023).

119 Bradley, supra note 9, at 643 tbl.2.

120 Summary of First Interim Fee Application of Lucy L. Thomson, Consumer Privacy Ombuds-
man, supra note 83, at i, ii.

121 11 U.S.C. § 332(a); see id. § 363(b)(1)(B).

122 Douglas G. Baird & Edward R. Morrison, Adversary Proceedings in Bankruptcy: A Sideshow,
79 AM. BANKR. L.J. 951, 952 (2005).

123 See Simon, supra note 84, at 1335.

124 See 11 U.S.C. § 332(a); Bradley, supra note g, at 632.

125 See Bradley, supra note 9, at 637.



2025] DATA PRIVACY IN BANKRUPTCY 1465

ombudsman and then oppose it as burdensome. Bankruptcy is meant
to provide parties with bargaining options, but ombudsmen decrease the
room for bargaining. And when the bargaining process is complicated,
it decreases the likelihood of reaching an agreement.!2¢

B. The Bargaining Process

The ombudsman is not well positioned to protect consumer interests
in the bankruptcy process because of (1) the adversarial nature of pro-
ceedings'?” and (2) the ombudsman’s disadvantage in resources'?® and
bargaining leverage compared to debtors and creditors.

1. Adversarial System. — Bankruptcy includes several adversarial
proceedings that are similar to those in civil cases.’?® The adversarial
system ideally makes it so that each party highlights key issues that are
important to them. But debtors and creditors only represent their own
interests; they do not represent the best interests of absent stakeholders,
like consumers.’?© That is why there are parties like the U.S. Trustee
and the ombudsman to ensure that additional interests are taken into
consideration.3!

The ombudsman’s position as a neutral party makes it difficult to
protect consumers in adversarial proceedings. The ombudsman may
not have the tools that the parties have to represent their interests. For
example, ombudsmen do not meet with consumers to seek approval for
the proposed data asset sale.’32 They also do not have standing to pro-
actively move to be appointed.’?? It therefore may not be possible for
an ombudsman to effectively address the privacy interests of consumers.
Debtors and creditors, on the other hand, typically have well-funded
attorneys who meet with them and represent their interests.13+

2. Resources and Leverage. — Debtors and large creditors can have
outsized influence on the outcome of a proceeding based on how well-
funded they are and on the amount of bargaining leverage they have.
The ombudsman, on the other hand, does not have the same level of
resources and leverage that many parties have.

In many cases the consumer privacy ombudsman is an attorney, but
they are oftentimes interacting with parties who are represented by law
firms with sophisticated restructuring practices.’*> The top ombudsmen

126 Sege Douglas G. Baird & Robert K. Rasmussen, Antibankruptcy, 119 YALE L.J. 648, 687
(2010).

127 Bradley, supra note 9, at 655.

128 Simon, supra note 84, at 1322 n.121.

129 See Baird & Morrison, supra note 122, at 951, 954.

130 Bradley, supra note 9, at 653.

131 See Coordes, supra note 109, at 18.

132 See Bradley, supra note o, at 665 (“| Tlhere is no established mechanism or requirement for
[ombudsmen] to be in contact with affected consumers, consumer advocates, or regulators.”).

133 See supra notes 48—33 and accompanying text.

134 See Bradley, supra note o, at 637.

135 See id.
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are typically sole or small-firm practitioners and may have to conduct
an investigation into the debtor’s privacy practice on their own.!3¢
Meanwhile, debtors and creditors are represented by restructuring firms
with large amounts of staffing resources.’®” This imbalance likely ex-
plains why most of the ombudsman reports are short and boilerplate.!38
Ombudsmen may not have the time or resources to be able to fully de-
velop a report with tailored recommendations. Moreover, the ombuds-
man is aware that their fees are coming out of the estate!3° so they may
be inclined to avoid such high fees. After all, they want to be appointed
again in future cases.’*© Developing a reputation for high fees and pro-
longing the process would be an easy way for them to stop being ap-
pointed. But these resource constraints mean the ombudsman is not
able to fully focus on prioritizing the consumer’s interests.!4!

Ombudsmen do not have leverage to mandate their recommenda-
tions. First, the report recommendations are not binding on the
debtor.’#2  Moreover, even if the ombudsman’s recommendations are
accepted, the ombudsman cannot ensure compliance going forward.43
If a buyer ends up violating the conditions, a regulator would have to
step in to enforce the sale conditions. While the FTC has intervened
occasionally in the bankruptcy process,'#* it does not publicize that it
actively monitors compliance with data-sale conditions after the sale.45
This means that the ombudsman lacks teeth to enforce the privacy
measures they propose, making them less effective.

IV. PROTECTING CONSUMER PRIVACY GOING FORWARD

Together, Parts II and IIT show that the ombudsman as currently
designed is not able to adequately protect consumer interests. To better
prioritize consumer privacy in bankruptcy proceedings, (1) the ombuds-
man role should be given more teeth to better protect consumers, (2) the

136 See id. at 639—40 (identifying the individual ombudsmen by name).

137 See Tom Corrigan et al., The Power Players that Dominate Chapter 11 Bankvuptcy, WALL
ST. J. May 24, 2019, 5:30 AM), https://www.wsj.com/graphics/bankruptcy-power-players [https://
perma.cc/FgEM-WJLL].

138 See supra notes 59-69 and accompanying text.

139 See Bradley, supra note o, at 642.

140 See id. (describing how some ombudsmen might take no fee, “hoping that a ‘free’ appoint-
ment might lead to paid appointments down the road”).

141 Cf. id. at 645 (explaining the tight timelines ombudsmen must comply with in writing their
reports).

142 Id. at 665.

143 See id. at 658.

144 The FTC did intervene in In re RadioShack Corp., 350 B.R. 700 (Bankr. D. Del. 2016), but
its intervention occurred before the sale, not afterwards. See Coordes, supra note 109, at 30 (citing
Letter from Jessica L. Rich, Dir. of Bureau of Consumer Prot., FTC, to Elise Frejka, Consumer
Priv. Ombudsman (May 16, 2015), https://www.ftc.gov/system/files/documents/public_statements/
643291/150518radioshackletter.pdf [https://perma.cc/B6KE-RPX]J]).

145 The FTC website does not have information on compliance with sale conditions after the
sale.
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U.S. Trustee and judges should be more proactive in seeking ombuds-
man appointments to protect consumers, and (3) regulators should lev-
erage federal and state consumer protection laws to intervene in the
bankruptcy process. These changes would help make the ombudsman
more effective at protecting consumer privacy.

A. Reforming the Role

The role of the U.S. Trustee is quite different from that of the om-
budsman. The Trustee “serves as an independent guardian . . . of sys-
temic integrity” to ensure compliance with the Code.'#¢ As a watchdog
of the executive branch, the Trustee looks out for the interests of all
parties in bankruptcy and, in particular, tries to “ensure that business
restructurings do not fall victim to abuse.”’#” This mandate is much
broader than that of the ombudsman, resulting in the Trustee being “in-
volved in [nearly] every” aspect of the bankruptcy process and “inter-
act[ing] with . . . every party involved.”#8 But unlike other neutral
parties such as the ombudsman, the “U.S. Trustee is automatically ap-
pointed in most bankruptcies,” and “[i]f there is sufficient interest among
unsecured creditors, . . . the U.S. Trustee [must] form a committee of
[those] unsecured creditors to act on their behalf.”'*° In Harrington v.
Puvdue Phavma L.P,'5° the Trustee urged the Supreme Court to set
aside the six-billion-dollar settlement because the broad liability releases
for the Sackler family were not authorized by the Code.'s? The Trustee
was “the only major party . . . opposed” to the settlement.'52 In addition
to their higher appointment frequency, Trustees have certain tools avail-
able to them. Specifically, they have standing: the “ability to appear and
be heard on matters relating to any issue in a case or proceeding under
the Bankruptcy Code.”'53 “Without standing, the watchdog is tooth-
less . .. .”15¢ This power gives the Trustee the ability to request an ex-
aminer or ombudsman. Further, while “[a]n individual creditor may not
have sufficient resources . . . to enter a notice of appearance, draft and
file an objection, or argue at a hearing,” Trustees often do.'55 Thus,
many have come to view “the Trustee as a valuable part of the

146 See Simon, supra note 84, at 1297.

147 Id. at 1300.

148 Jd. at 1306.

149 Id. at 1304.

150 144 S. Ct. 2071 (2024).
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supreme-court-purdue-case.html [https://perma.cc/E2WT-7G8E]; see also Purdue Pharma, 144
S. Ct. at 208o0.
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153 Simon, supra note 84, at 1308.

154 Id. at 1315.
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bankruptcy system.”'5¢ But the Trustee also has a heavy workload and
cannot oversee everything, which is why it is important to give the om-
budsman role more power.

Like the Trustee, the ombudsman should be given standing to inter-
vene in cases. Instead of being brought into the process, ombudsmen
should have access to a Trustee-created watchdog program where om-
budsmen can flag bankruptcies with a heightened privacy risk and
should be able to move for appointment. Standing would allow the
ombudsman to better contribute to the adversarial setting of bankruptcy
proceedings because they could object to motions. Moreover, the ability
to appear before the court before they are appointed would allow the
ombudsman to avoid delays by beginning their investigation earlier in
the process rather than waiting until appointment.

Ombudsman reports should also be more tailored and be given more
deference. The In re Celsius ombudsman report shows how a report
can better tailor its recommendations to a specific data sale.'5” The
ombudsman should be required to provide a detailed analysis about the
risks the consumers face. Currently, these reports are overly templatized
to the point of not adequately evaluating specific risks.'¢ Moreover, the
reports should be given more weight. When an ombudsman does make
recommendations, judges should defer to the expertise of the privacy
expert. To ensure this happens, bankruptcy judges should adopt a
strong presumption that the recommended sale conditions should be
met, and there must be some reason to overcome that presumption.
Moreover, the ombudsman should be able to audit buyers after the sale
to ensure that privacy conditions are being met. These changes can be
implemented through an amendment to the Code that provides more
prescriptive reporting requirements and considerations for judges to
weigh when deferring to ombudsmen. These reforms would help meet
Congress’s goal of ensuring privacy risks are better considered in sales.

B. Proactive Appointments

The U.S. Trustee should be more proactive in seeking the appoint-
ment of ombudsmen. Given that many companies that go through
bankruptcy are likely to have customer data, an ombudsman should be
involved whenever consumer data is for sale. One way to address this
is for U.S. Trustees to appoint ombudsmen more often and for judges to
use their discretion to approve appointments even when there is no clear
privacy violation.

Trustees should also be more vigilant of privacy abuses. The Trustee
in In re Celsius became aware of the potential privacy implications

156 1.
157 See supra notes 70—76 and accompanying text.
158 See supra notes 59—69 and accompanying text.
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because of a high-profile data leak.'>® But other cases with less publicity
are likely to fly under the radar of the Trustee. The U.S. Trustee should
dedicate more resources to overseeing privacy abuses in bankruptcy. As
a starting point, the U.S. Trustee can begin seeking a default ombuds-
man appointment whenever consumer data is involved to help bypass
debtor efforts to avoid appointment.¢©

Judges should also use their discretion to approve appointments even
when it is not clear that there is a violation of privacy policies. Section
363(b)(1) lists conditions for when an ombudsman must be appointed,
but the judge has discretion when the conditions are not met.'°! In re
Celsius stands out in that the judge used his discretion to appoint an
ombudsman even though the sale did not violate the seller’s privacy
policy.’®? The judge was likely being cautious because of the type of
data involved and the publicity around it. Celsius made headlines when
it filed for bankruptcy because it came out that the company had leaked
consumer data about transaction history,'°® and someone then used that
data to create and disseminate a searchable database.!®* This public
attention over privacy concerns was likely a factor in the judge’s deci-
sion to appoint the ombudsman. In re Celsius teaches us that judges
should err on the side of appointment, especially when customer data
has been compromised.

C. Federal and State Enforcement

Federal and state governments can help solve the resource and lev-
erage constraints that ombudsmen face. These regulators should more
actively enforce consumer protection laws to put pressure on debtors.
The primary reason why the ombudsman role was created was in re-
sponse to the FTC’s involvement in the Toysmart bankruptcy.'®5 Since
then, “the FTC and state regulators can and do intervene on occasion,
but in the main run of cases, they do not.”'%¢ And when these regulators
have intervened, they have tended to be more protransaction minded.6”
Recently, the FTC has shown that it can be more proactive in regulating
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consumer privacy.'°® Doing so in the bankruptcy context would better
protect consumer privacy.

The FTC relies on section 5 of the Federal Trade Commission Act
of 1914'%° to bring unfair and deceptive practices claims.'’® The FTC
has recently issued guidance that “[i]t may be unfair or deceptive . . . to
start sharing consumers’ data with third parties or using that data for
Al training — and to only inform consumers of this change through a
surreptitious, retroactive amendment to its terms of service or privacy
policy.”'”* Similar arguments can be made regarding data sales in bank-
ruptcy. For example, even when a privacy policy or terms of service
says that data may be sold in bankruptcy, it does not mean that it is
acceptable for a buyer to use the data in a way the consumer did not
expect. If a buyer ends up using the data in a way that is not consistent
with the original purpose, the FTC should bring a claim against the
buyer. This could help address the ombudsman’s inability to ensure
compliance after the sale.

When the FTC gets involved, it brings with it additional knowledge
and resources that can help an ombudsman face the superior resources
of a restructuring law firm. Regulators give the ombudsman leverage
because they can put a stop to the sale with their enforcement authority,
which the ombudsman does not have the authority to do. They can also
bring civil penalties for misuses of data and violations of privacy poli-
cies, which the ombudsman cannot do.'”? Likewise, the FTC is staffed
with privacy experts who can provide additional resources so that the
ombudsman can produce a more thorough report.'’? If regulators were
to work more closely with the ombudsman, it would place pressure on
debtors to agree to the sale conditions, thereby giving the ombudsman
some leverage in the process.

State attorneys general increasingly have tools to help in bankruptcy
as well. The California Consumer Privacy Act, for example, gives the

168 See Suzanne Smalley, FTC’s Khan Wayns Tech Industry that Agency Will Strictly Enforce AT
Data Privacy, THE RECORD (Feb. 27, 2024), https://therecord.media/ftc-warns-tech-industry-ai-
data-privacy [https://perma.cc/7VAG-3A9D] (“Khan’s speech . . . reflected the increasingly aggres-
sive FTC approach to regulating technology companies’ treatment of consumer privacy.”).

169 Pub. L. No. 63-203, § 5, 38 Stat. 717, 719 (codified as amended at 15 U.S.C. § 45).

170 AT (and Other) Companies: Quietly Changing Your Teyms of Service Could Be Unfair or De-
ceptive, FED. TRADE COMM’N (Feb. 13, 2024), https://www.ftc.gov/policy/advocacy-research/
tech-at-ftc/2024/02/ai-other-companies-quietly-changing-your-terms-service-could-be-unfair-or-
deceptive [https://perma.cc/5TBA-9T3R] (ITThe FTC has a long history of challenging deceptive
and unfair practices in connection to a company’s privacy policy that affect the promises the com-
pany made to consumers.”).

171 Id. (emphasis omitted).

172 See Notices of Penalty Offenses, FED. TRADE COMM’N, https://www.ftc.gov/enforcement/
penalty-offenses [https://perma.cc/ZLQ7-SNSC].

173 See Protecting Consumer Privacy and Security, FED. TRADE COMM’N, https://www.
ftc.gov/news-events/topics/protecting-consumer-privacy-security [https://perma.cc/L44B-6BXZ]
(“The FTC has been the chief federal agency on privacy policy and enforcement since the
19708 ....").
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California Attorney General enforcement authority.'’# The statute em-
powers consumers to opt out of data sales and requires that “[a] busi-
ness’ collection, use, retention, and sharing of a consumer’s personal
information shall be reasonably necessary and proportionate to achieve
the purposes for which the personal information was collected.””> In-
tentional and unintentional violations can result in steep penalties of
$7,500 and $2,500, respectively.l’¢ State attorneys general with these
statutes can, similar to the FTC, work with the ombudsman and provide
additional personnel in investigating data practices and may be able to
enforce sale conditions if it is established that data sales constitute a
violation of the state statutes.

CONCLUSION

The bankruptcy consumer privacy ombudsman was well-
intentioned but flawed by design. The ombudsman is in tension with
several features of bankruptcy, including policy goals and the bargaining
process. Solutions or extensions of the role!’” that do not grapple with
the underlying bankruptcy policy are likely to be misguided. While om-
budsmen are still better than nothing, reforms are needed to address the
role’s weaknesses so that it can better protect data privacy in the bank-
ruptcy process. With the momentum of recent state privacy legislation,
now is the time to make these reforms.

174 CAL. C1v. CODE § 14798.199.90 (West 2023).

175 MICHAELS. MACKO, CAL. PRIV. PROT. AGENCY, ENFORCEMENT ADVISORY NO. 2024-
o1: APPLYING DATA MINIMIZATION TO CONSUMER REQUESTS 2 (2024) (emphasis omitted)
(quoting CAL. CIV. CODE § 1798.100(c) (West 2023)); see also Safna Y. Yacoob, CCPA Fines &
Penalties: What Happens if You Fail to Comply?, COOKIEYES (Oct. 14, 2024) https://www.
cookieyes.com/blog/ccpa-fines [https://perma.cc/sFKC-ZTRB].

176 See Yacoob, supra note 175.

177 See, e.g., Diane Lourdes Dick, The Case for a Bankruptcy Shaveholder Ombudsman, 41
BANKR. L. LETTER 1, 13 (2021) (proposing a shareholder ombudsman statute modeled after the
consumer privacy ombudsman).



