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CONSTITUTIONAL LAW — FOURTH AMENDMENT — FIRST 
CIRCUIT DIVIDES ON CONSTITUTIONALITY OF WARRANTLESS 
POLE-CAMERA SURVEILLANCE OF HOME’S CURTILAGE. —  
United States v. Moore-Bush, 36 F.4th 320 (1st Cir. 2022) (en banc) (per 
curiam). 

As technology advances, state surveillance capacity continuously 
multiplies.1  That increased capacity lands on historically overpoliced 
communities.2  It fuels mass incarceration3 and chills speech.4  Fourth 
Amendment doctrine has struggled to keep pace with these new threats.5  
And the Supreme Court’s attempts to address accelerating technological 
change — exemplified by its 2018 decision in Carpenter v. United 
States6 — have left the doctrine unsettled.7  Recently, in United States 
v. Moore-Bush,8 the en banc First Circuit attempted to navigate post-
Carpenter Fourth Amendment doctrine when it considered whether 
long-term “pole-camera” surveillance of a home’s exterior constituted an 
unconstitutional search.9  The court decided the case on other grounds 
but split evenly across two concurrences on the Fourth Amendment  
issue.10  The first concurrence, authored by Chief Judge Barron and 
Judges Thompson and Kayatta, correctly held that the surveillance 
qualified as a search.11  However, the opinion’s reasoning primarily cen-
tered on the duration of the surveillance, rather than the multidimen-
sional risks posed by pole-camera monitoring.  The opinion therefore 
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 1 See, e.g., LAURA HECHT-FELELLA, BRENNAN CTR. FOR JUST., THE FOURTH 

AMENDMENT IN THE DIGITAL AGE 19–29 (2021), https://www.brennancenter.org/our-work/ 
policy-solutions/fourth-amendment-digital-age [https://perma.cc/CM4T-D24J]. 
 2 See, e.g., Nicol Turner Lee & Caitlin Chin, Police Surveillance and Facial Recognition:  
Why Data Privacy Is Imperative for Communities of Color, BROOKINGS INST. (Apr. 12, 2022), 
https://www.brookings.edu/research/police-surveillance-and-facial-recognition-why-data-privacy-is-
an-imperative-for-communities-of-color [https://perma.cc/XL2Z-NNNY]. 
 3 See, e.g., Garance Burke, Martha Mendoza, Juliet Linderman & Michael Tarm, How AI-
Powered Tech Landed Man in Jail with Scant Evidence, AP NEWS (Mar. 5, 2022), https://apnews.com/ 
article/artificial-intelligence-algorithm-technology-police-crime-7e3345485aa668c97606d4b54f9b6220 
[https://perma.cc/7C4U-HBUT]; see also Turner Lee & Chin, supra note 2. 
 4 See, e.g., Zolan Kanno-Youngs, U.S. Watched George Floyd Protests in 15 Cities Using  
Aerial Surveillance, N.Y. TIMES (June 19, 2020), https://www.nytimes.com/2020/06/19/us/politics/ 
george-floyd-protests-surveillance.html [https://perma.cc/U7XR-8RRM]; see also Deven R. Desai, 
Constitutional Limits on Surveillance: Associational Freedom in the Age of Data Hoarding, 90 
NOTRE DAME L. REV. 579, 584–89 (2014). 
 5 See HECHT-FELELLA, supra note 1, at 5–7; Susan Freiwald & Stephen Wm. Smith, The 
Supreme Court, 2017 Term — Comment: The Carpenter Chronicle: A Near-Perfect Surveillance, 132 
HARV. L. REV. 205, 205–06 (2018).  
 6 138 S. Ct. 2206 (2018); see HECHT-FELELLA, supra note 1, at 7–8. 
 7 See Matthew Tokson, The Aftermath of Carpenter: An Empirical Study of Fourth Amendment 
Law, 2018–2021, 135 HARV. L. REV. 1790, 1804–06 (2022). 
 8 36 F.4th 320 (1st Cir. 2022) (en banc) (per curiam). 
 9 Id. at 321 (Barron, C.J., and Thompson & Kayatta, JJ., concurring). 
 10 See id. at 321–22. 
 11 Id. at 321. 
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missed the chance to develop a doctrine better equipped to constrain the 
rapid proliferation of technologically enhanced state surveillance. 

In January 2017, the Bureau of Alcohol, Tobacco, Firearms and 
Explosives (ATF) began investigating Nia Moore-Bush on suspicion 
that she was selling arms and narcotics from the house she shared with 
her mother.12  In May 2017, ATF agents installed hidden cameras on 
utility poles (“pole cameras”) across from her mother’s house and began 
eight months of constant surveillance of the home’s curtilage.13  The 
camera footage supported wiretap applications and search warrants14 
that led to the indictment of Moore-Bush and her mother, Daphne 
Moore, on arms and narcotics trafficking charges.15 

Moore-Bush and Moore moved to suppress the pole-camera evidence 
and its fruits, arguing the surveillance constituted a warrantless 
search.16  Prior to Carpenter, the First Circuit had held in United States 
v. Bucci17 that pole-camera surveillance was not a search because there 
was no reasonable expectation of privacy in a home’s exposed exterior.18  
In considering the suppression motions, the district court confronted 
whether Bucci still applied post-Carpenter.19 

The Carpenter Court held that police collection of cellphone-location 
data qualified as a search.20  In reaching that holding, it performed two 
moves that shifted the reasonable expectation of privacy analysis derived 
from the Supreme Court's decision in Katz v. United States21 — the 
method long used to determine whether police conduct qualifies as a 
search.22  First, the Court utilized a version of “mosaic” theory,23 which 
proposes that individual inquiries, each of which are not a search taken 
alone, may constitute a search when aggregated.24  Although no reason-
able privacy interest exists in a single movement through public space, 
the Court held that cumulative cellphone-location data reveals some-
thing more fundamentally private: the “whole of [one’s] physical move-
ments.”25  Second, the Court limited third-party doctrine, which posits 
that “[w]hat a person knowingly exposes to the public, even in [their] 
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 12 Id. at 322. 
 13 Id. at 322–24. 
 14 Id. at 362 (Lynch, Howard & Gelpí, JJ., concurring). 
 15 Id. at 324 (Barron, C.J., and Thompson & Kayatta, JJ., concurring).   
 16 Id. 
 17 582 F.3d 108 (1st Cir. 2009). 
 18 Id. at 116. 
 19 See United States v. Moore-Bush, 381 F. Supp. 3d 139, 144 (D. Mass. 2019). 
 20 Carpenter v. United States, 138 S. Ct. 2206, 2217 (2018). 
 21 389 U.S. 347, 361 (1967). 
 22 The two-prong Katz test asks (1) whether an individual subjectively manifested a privacy 
expectation and (2) whether that privacy expectation is objectively reasonable.  See id. at 361 
(Harlan, J., concurring). 
 23 See Paul Ohm, The Many Revolutions of Carpenter, 32 HARV. J.L. & TECH. 357, 373 (2019). 
 24 See Orin S. Kerr, The Mosaic Theory of the Fourth Amendment, 111 MICH. L. REV. 311, 313 
(2012). 
 25 Carpenter, 138 S. Ct. at 2219. 



  

1270 HARVARD LAW REVIEW [Vol. 136:1268 

own home or office, is not a subject of Fourth Amendment protection.”26  
The Court held that sharing data with a third-party cellphone company 
did not negate the reasonableness of the privacy expectation, given that 
cellphone data sharing has become nearly obligatory in modern life.27 

The district court integrated both Carpenter moves into its analysis 
of the Moore-Bush suppression motions.  First, the district court applied 
a version of Carpenter’s mosaic logic, holding that aggregated, long-term 
pole-camera surveillance also captured something uniquely private.28  
Second, the district court found that Moore-Bush and Moore could hold 
a reasonable privacy expectation in their home’s exterior because 
Carpenter rejected the assumption that one lacks privacy “in items or 
places . . . expose[d] to the public.”29  Thus, the district court concluded 
that Bucci no longer applied, found that the surveillance was a warrant-
less search, and granted both motions to suppress.30 

A panel of the First Circuit reversed,31 finding that Carpenter did 
not “undermine[] Bucci” but instead “reaffirm[ed]” Bucci’s analysis.32  
The panel noted that the Carpenter Court had described its holding as 
“narrow”33 and inapplicable to “conventional” tools of surveillance.34  
The panel then determined that pole cameras are a form of “conven-
tional” technology analogous to “security cameras” and therefore not 
subject to a Carpenter aggregation analysis.35  It also contended that a 
home’s exterior remains a fundamentally publicly exposed location.36 

On rehearing, the en banc First Circuit also unanimously agreed that 
the motions to suppress should be denied37 — but offered fractured rea-
soning, splitting across two concurrences.  The Barron concurrence de-
nied the suppression motions not on the Fourth Amendment merits but 
under a good faith exception.38  The opinion reasoned that the ATF 
officers commenced the surveillance of the Moore home pre-Carpenter, 
when Bucci was still good law, and so relied in good faith on the circuit’s 
law at the time — although the opinion also found that Bucci was no 
longer good law post-Carpenter and the surveillance now qualified as a 
search.39  The second concurrence, written by Judges Lynch, Howard, 

––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––– 
 26 Katz, 389 U.S. at 351 (citing Lewis v. United States, 385 U.S. 206, 210 (1966); United States v. 
Lee, 274 U.S. 559, 563 (1927)).  By exposing such information, one “assume[s] the risk” that the third 
party might reveal that information.  Smith v. Maryland, 442 U.S. 735, 744 (1979). 
 27 Carpenter, 138 S. Ct. at 2218. 
 28 See United States v. Moore-Bush, 381 F. Supp. 3d 139, 145 (D. Mass. 2019). 
 29 Id. at 144 (quoting United States v. Bucci, 582 F.3d 108, 117 (1st Cir. 2009)); see id. at 144–46. 
 30 Id. at 143–44, 146, 150. 
 31 United States v. Moore-Bush, 963 F.3d 29, 47 (1st Cir. 2020). 
 32 Id. at 39. 
 33 Id. at 35 (quoting Carpenter v. United States, 138 S. Ct. 2206, 2220 (2018)). 
 34 Id. at 40. 
 35 See id. 
 36 See id. at 42. 
 37 Moore-Bush, 36 F.4th at 320 (en banc) (per curiam). 
 38 Id. at 321 (Barron, C.J., and Thompson & Kayatta, JJ., concurring). 
 39 See id. at 322, 327–28, 359–60. 
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and Gelpí, found the opposite: Carpenter did not apply, Bucci remained 
binding, and the surveillance still did not qualify as a search.40 

The Barron opinion applied a duration-focused version of 
Carpenter’s analysis to find that the pole-camera surveillance qualified 
as a search.  On the first prong of the Katz analysis, the Barron opinion 
argued that Moore and Moore-Bush subjectively manifested a privacy 
expectation in their home’s curtilage, given the absence of an invitation 
to surveil.41  It emphasized that duration distinguished this surveillance 
from the glimpses of passersby42: casual observers could not “take in all 
that occurs in a home’s curtilage over the course of eight months.”43 
Thus, although the defendants never affirmatively impeded neighbors’ 
views of their front yard, they could still hold a reasonable expectation 
of privacy in relation to longer-term surveillance.44 

Proceeding to the second Katz prong, the Barron opinion again looked 
to duration.45  The opinion found the privacy expectation objectively rea-
sonable given that the observations occurred over a “lengthy period of 
time.”46  Because modern pole cameras removed practical barriers that 
once made long-term police observation of a home “rare[]”47 — such as 
the staff and funding needed for a months-long stakeout — the cameras 
permitted much longer-term surveillance.48  That longer-term viewing 
created an aggregate picture of something fundamentally private, similar 
to the “whole of [one’s] physical movements” captured in Carpenter.49  By 
enabling longer-term observations, the pole cameras invaded a reason-
able privacy interest; the surveillance therefore qualified as a search.50 

The Lynch concurrence argued that the Barron opinion misapplied 
Carpenter and that the surveillance was not a search.51  First, the Lynch 
concurrence contended that pole cameras are “conventional” surveil-
lance tools to which Carpenter did not apply.52  Second, the opinion ar-
gued that no privacy interest exists in a publicly exposed curtilage, despite 
Carpenter’s selective narrowing of third-party doctrine.53  Finally, the 
opinion distinguished pole-camera surveillance from cellphone-location 
data.  Because pole cameras observe a single location, they cannot collect 
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 40 See id. at 361, 363 (Lynch, Howard & Gelpí, JJ., concurring). 
 41 See id. at 329–30 (Barron, C.J., and Thompson & Kayatta, JJ., concurring). 
 42 See id.; see also id. at 357.  The Supreme Court has suggested that no subjective privacy 
expectation exists in curtilage observable by the “casual, accidental observ[er].”  California v. 
Ciraolo, 476 U.S. 207, 212 (1986). 
 43 Moore-Bush, 36 F.4th at 330 (Barron, C.J., and Thompson & Kayatta, JJ., concurring). 
 44 Id. at 329–30. 
 45 See id. at 333. 
 46 Id. at 332. 
 47 Id. at 334 (quoting Carpenter v. United States, 138 S. Ct. 2206, 2217 (2018)). 
 48 Id. at 333–35. 
 49 Id. at 332 (quoting Carpenter, 138 S. Ct. at 2217); see also id. at 334–35, 337. 
 50 Id. at 359. 
 51 See id. at 363 (Lynch, Howard & Gelpí, JJ., concurring). 
 52 Id. at 363–64. 
 53 See id. at 368–69. 
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the whole of one’s movements.54  And unlike a retrospective search of 
previously collected cellphone data, pole-camera surveillance occurs in 
real time.55  Thus, the surveillance was not a search.56 

By applying Carpenter to the pole-camera context, the Barron opin-
ion demonstrated that the Moore-Bush surveillance constituted a Fourth 
Amendment search.  Pole-camera video differs from conventional secu-
rity footage.  Such footage could not be indefinitely stored or rapidly 
searched by police,57 as some pole-camera footage now can be;58 and 
security cameras were used to surveil definitively public spaces,59 not to 
monitor and zoom in on homes.60  The Barron opinion also correctly ap-
plied Carpenter’s third-party doctrine limit.  There is a clearer traditional 
privacy interest in the home’s curtilage than there is in cellphone-location 
data,61 and exposing one’s home to public viewing is at least as unavoid-
able as using a cellphone.62  However, in arriving at the correct holding, 
the Barron opinion deployed a primarily unidimensional, duration-
focused analysis.  That analysis underemphasized other crucial elements 
of the Carpenter extensiveness inquiry, thus incompletely cognizing the 
privacy invasion wrought by pole cameras and other surveillance tech-
nologies.63  By focusing on duration, the Barron opinion forfeited the 
opportunity to build a more robust Fourth Amendment search doctrine 
capable of reckoning with “seismic shifts in digital technology.”64 

Carpenter “opened the door” for lower-court mosaic analyses65 and 
suggested multiple factors that courts might consider in performing 
those analyses.  Duration was one such factor,66 but it was not the  
exclusive thrust of Carpenter.  For instance, the Carpenter Court also 
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 54 Id. at 368. 
 55 Id. at 366. 
 56 See id. at 372–73. 
 57 Cf. En Banc Brief of Amici Curiae ACLU et al. in Support of Defendants-Appellees Seeking 
Affirmance at 14, Moore-Bush (Nos. 19-1582, 19-1583, 19-1625 & 19-1626), 2021 WL 633253 [here-
inafter ACLU Brief]. 
 58 See Matthew Tokson, Telephone Pole Cameras Under Fourth Amendment Law, 84 OHIO ST. 
L.J. (forthcoming 2023) (manuscript at 19), https://ssrn.com/abstract=4237138 [https://perma.cc/ 
44XY-5VGE] (detailing indefinite, searchable pole-camera data stores). 
 59 See ACLU Brief, supra note 57, at 14. 
 60 See Tokson, supra note 58 (manuscript at 6); see also Moore-Bush, 36 F.4th at 323 n.3 (Barron, 
C.J., and Thompson & Kayatta, JJ., concurring). 
 61 See ACLU Brief, supra note 57, at 2–3 (quoting Florida v. Jardines, 569 U.S. 1, 6 (2013)); see 
also Moore-Bush, 36 F.4th at 335–36 (Barron, C.J., and Thompson & Kayatta, JJ., concurring). 
 62 See ACLU Brief, supra note 57, at 10. 
 63 As Justice Sotomayor has suggested, government use of modern technology has the potential 
to “chill[] associational and expressive freedoms” because those technologies allow for government 
access to “a substantial quantum of intimate information,” United States v. Jones, 565 U.S. 400, 416 
(2012) (Sotomayor, J., concurring), and not mainly because they enable longer-term police infor-
mation gathering. 
 64 Carpenter v. United States, 138 S. Ct. 2206, 2219 (2018). 
 65 Robert Fairbanks, Note, Masterpiece or Mess: The Mosaic Theory of the Fourth Amendment 
Post-Carpenter, 26 BERKELEY J. CRIM. L., no. 1, 2021, at 71, 74. 
 66 See Carpenter, 138 S. Ct. at 2217. 
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considered the technology’s capacity to reveal intimate information;67 to 
facilitate cheap, widespread surveillance of much of society; to enable 
permanent storage and retrospective searches of data; and to provide 
information inaccessible via traditional police observation.68  The Barron 
opinion acknowledged multiple dimensions of the Carpenter analysis69 —  
but primarily did so when responding to the government’s counter-
offensives,70 rather than when affirmatively interpreting Carpenter’s  
doctrinal implications for the Katz analysis.  At base, the Barron opin-
ion’s assessment of the reasonableness of the defendants’ privacy interest 
focused on duration: because the pole cameras could surveil the curtilage 
for an especially long time, third-party doctrine did not apply and a rea-
sonable privacy interest existed.71  Thus, the Barron opinion centered one 
element of Carpenter’s potentially more capacious mosaic framework.72 

By taking this duration-based approach, the Barron opinion did not 
fully capture the privacy harms posed by pole cameras, particularly 
given the new storage capacities and software pairings that accompany 
even brief bursts of footage.  Today’s pole-camera observations differ 
from traditional observation not primarily because of the duration of 
surveillance they enable, but because of the kind of data they can collect.  
Pole-camera recordings are difficult to erase73 and can be recalled easily 
and accurately.74  The footage may be subjected to technologically en-
hanced analysis75 and may be used in combination with vast pools of 
data that casual observers cannot access — and that police could not 
easily search prior to recent technological advancements.76  For instance, 

––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––– 
 67 See id. (quoting Jones, 565 U.S. at 415 (Sotomayor, J., concurring)); see also Tokson, supra 
note 58 (manuscript at 17). 
 68 See Carpenter, 138 S. Ct. at 2217–19. 
 69 See, e.g., Moore-Bush, 36 F.4th at 335–36 (Barron, C.J., and Thompson & Kayatta, JJ., con-
curring) (describing the potentially intimate details revealed when the home’s curtilage is observed). 
 70 See, e.g., id. at 355 (noting pole cameras’ “expansive memories and the emergence of facial 
recognition technology” to respond to the argument that other precedent counsels ignoring Carpenter). 
 71 See id. at 332–36. 
 72 Where the Barron opinion discussed other threats posed by pole cameras, it still frequently 
tied those risks back to duration.  See, e.g., id. at 349 (suggesting pole-camera observations “of 
sufficient duration” may permit Fourth Amendment–violative retrospective searches). 
 73 Even state-captured video may be shared with third parties, or leaked inadvertently, as some 
state entities use insufficiently secure cloud storage.  See, e.g., Chris Pagliarella, Comment, Police 
Body-Worn Camera Footage: A Question of Access, 34 YALE L. & POL’Y REV. 533, 537 (2016). 
 74 See ACLU Brief, supra note 57, at 20–23. 
 75 For instance, pole-camera footage may be subjected to facial-recognition technologies, which 
compound the risks of long-term storage.  See generally Sherwin Nam, Note, Bend and Snap: 
Adding Flexibility to the Carpenter Inquiry, 54 COLUM. J.L. & SOC. PROBS. 131, 143–60 (2020).  
 76 Governments analyze troves of data that they already possess, such as driver’s license records.  
See, e.g., Drew Harwell, FBI, ICE Find State Driver’s License Photos Are a Gold Mine for Facial-
Recognition Searches, WASH. POST (July 7, 2019, 3:54 PM), https://www.washingtonpost.com/ 
technology/2019/07/07/fbi-ice-find-state-drivers-license-photos-are-gold-mine-facial-recognition-
searches [https://perma.cc/MB97-DGF4].  Private-public partnerships also fuel mass data access. 
See, e.g., Mariana Oliver & Matthew B. Kugler, Surveying Surveillance: A National Study of Police 
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some local police departments compare videos against enormous data-
bases of biometric information and can automatically identify those cap-
tured on camera using artificial facial-recognition intelligence.77 

The Barron opinion’s duration analysis also incompletely captures 
the society-wide privacy invasions potentially created even by shorter 
footage collection.  Pole-camera technology could be used to create an 
extensive network of widespread observation at relatively low cost to the 
police.78  Pole cameras can simultaneously collect data from hundreds 
of locations — more than could likely be collected by the entirety of a 
traditional police force.  Even if any one target has their home’s curti-
lage only briefly observed, because pole cameras can view many spaces 
simultaneously without suspicion, they can invade a different privacy 
interest than exists in any one of these locations — tracking your every 
move from your porch, to your friend’s backyard, to your parking spot 
at work.79  Like GPS-data collection, pole-camera surveillance enables 
easy government assembly of “a wealth of detail about [one’s] familial, 
political, professional, religious, and sexual associations.”80  Police have 
always been able to use cameras or binoculars to watch what we do.  
But never before could they so easily ascertain who we are. 

Carpenter’s application to other technologies and impact on Fourth 
Amendment search doctrine remain unsettled.81  As such, courts apply-
ing Carpenter have room to maneuver and may shape the doctrine’s 
future.82  However, the Barron opinion did not seize that opportunity, 
as its duration-based analysis not only failed to fully capture the dangers 
of pole cameras but also translates poorly to other technologies and is 
therefore largely unworkable as a basis for doctrinal development.83  For 
instance, a duration-based approach is inherently inconsistent, as differ-
ent duration thresholds map onto different technologies.84  A duration-
based approach also creates a constant line-drawing problem: for each 
technology, how long is too long?  And for many technologies, duration 

––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––– 
Department Surveillance Technologies, 54 ARIZ. ST. L.J. 103, 118, 130 (2022).  For instance, over 
3100 federal and local law enforcement agencies partner with the infamous Clearview AI, which 
runs a massive facial recognition database.  Turner Lee & Chin, supra note 2. 
 77 Many local police, see Oliver & Kugler, supra note 76, at 130, and about half of federal law 
enforcement agencies, see Turner Lee & Chin, supra note 2, possess facial recognition technology. 
 78 See Tokson, supra note 58 (manuscript at 7). 
 79 Significant political and speech consequences occur even with more limited surveillance tools.  
See, e.g., Rachel Levinson-Waldman, Hiding in Plain Sight: A Fourth Amendment Framework for 
Analyzing Government Surveillance in Public, 66 EMORY L.J. 527, 553 (2017). 
 80 United States v. Jones, 565 U.S. 400, 415 (2012) (Sotomayor, J., concurring). 
 81 See, e.g., Tokson, supra note 7, at 1804–05; Fairbanks, supra note 65, at 75. 
 82 See Tokson, supra note 7, at 1805–06. 
 83 The Barron opinion even acknowledged that Carpenter had “emphasized” that courts should 
consider technology’s evolution when developing this doctrinal line.  See Moore-Bush, 36 F.4th at 
349  (Barron, C.J., and Thompson & Kayatta, JJ., concurring) (citing Carpenter v. United States, 
138 S. Ct. 2206, 2223 (2018)). 
 84 For example, the Carpenter data collection spanned far less time than the Moore-Bush sur-
veillance.  See Carpenter, 138 S. Ct. at 2218. 
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does not apply.  For instance, the privacy interest at stake in biometric-
data collection85 or the risks posed by “ShotSpotter” technology86 are 
unrelated to duration.  Thus, a duration-based framework incompletely 
captures the risks posed both by pole cameras and by “more sophisti-
cated [surveillance] systems that are already in use or in development.”87 

To begin developing a stronger line of doctrine, the Barron opinion 
might have taken alternate routes.  The opinion could have made clearer 
that duration is only part of Carpenter’s holding.  It could have more 
explicitly emphasized that the multidimensional nature of the technol-
ogy should form the basis for the privacy expectation analysis in a  
new mosaic-esque doctrine post-Carpenter.  Alternatively, the Barron  
opinion could have commenced a more fundamental shift away from 
reasonable expectation analysis and toward a more explicitly privacy-
protective method.  Carpenter can be read as skeptical of reasonable 
expectation analysis.88  That skepticism is warranted: in a world in 
which less and less is expected to be private,89 reasonable expectation 
analysis will soon constrain few state overreaches.90  Seizing upon prior 
pragmatic attempts to rework Katz, the Barron opinion might have in-
stead been more explicitly normative and simply asked which “risks 
[one] should be forced to assume in a free and open society.”91 

Ultimately, the Moore-Bush opinions leave vital questions about 
modern surveillance unanswered.  The case leaves open the possibility 
that police may warrantlessly watch all homes, upending protection of 
the spaces where people are most able to express their personhood.  The 
case also provides little guidance for constraining potential threats posed 
by new technologies.  Such guidance is needed — and soon.  Rapidly 
evolving surveillance technology is expanding the reach of the carceral 
state, entrenching racial inequities in policing, and threatening the rights 
of protestors.  Without additional doctrinal checks, such surveillance 
threatens to unravel the many social fabrics that depend on privacy, 
forever “alter[ing] the relationship between citizen and government.”92 
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 85 See Margaret Hu, Bulk Biometric Metadata Collection, 96 N.C. L. REV. 1425, 1434–43 (2018). 
 86 ShotSpotter claims to automate detection of gunshots.  See Jay Stanley, Four Problems with 
the ShotSpotter Gunshot Detection System, ACLU: NEWS & COMMENT. (Oct. 14, 2021), https:// 
www.aclu.org/news/privacy-technology/four-problems-with-the-shotspotter-gunshot-detection-system 
[https://perma.cc/6Z35-V7GW]. 
 87 Carpenter, 138 S. Ct. at 2218–19 (quoting Kyllo v. United States, 533 U.S. 27, 36 (2001)). 
 88 Cf. Ohm, supra note 23, at 385–86. 
 89 See generally, e.g., BROOKE AUXIER ET AL., PEW RSCH. CTR., AMERICANS AND PRIVACY: 
CONCERNED, CONFUSED AND FEELING LACK OF CONTROL OVER THEIR PERSONAL 

INFORMATION (2019), https://www.pewresearch.org/internet/wp-content/uploads/sites/9/2019/11/ 
Pew-Research-Center_PI_2019.11.15_Privacy_FINAL.pdf [https://perma.cc/GV36-NG9V]. 
 90 See Levinson-Waldman, supra note 79, at 551–52.  The Barron opinion acknowledges this 
problem, Moore-Bush, 36 F.4th at 349 (Barron, C.J. & Thompson & Kayatta, JJ., concurring), but 
does not fully integrate its implications. 
 91 Smith v. Maryland, 442 U.S. 735, 750 (1979) (Marshall, J., dissenting). 
 92 United States v. Jones, 565 U.S. 400, 416 (2012) (Sotomayor, J., concurring) (quoting United 
States v. Cuevas-Perez, 640 F.3d 272, 285 (7th Cir. 2011) (Flaum, J., concurring)). 


